CLAIMS 

What is claimed is 

I 

1. A method for rejiresenting interconnection of a 
plurality of elemenps on a network, the method 
comprising: 



providing a first catalog for a first subset of 
said elements, aSnd providing a second catalog for 
a second subset of said elements; 



creating a matrix^ of connection cells formed by an 
intersection of al pair of elements, wherein a 
first element of each pair is taken from the first 
catalog and a second element of each pair is taken 
from the second caltalog; and 



forming a connection representation for at least a 
subset of the pairs. 



2. A method as recited in claim 1, wherein at least one 
element is a catalog of Lub - elements , and the method 
further comprises the step of including all 

sub -elements in the matrilx. 

3, A method as recited in I claim 1, wherein the network 
is a communications network and at least a subset of 
the elements includes routers. 
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4, A method as recited in claim 1, wherein the network 



is an IP network and 
have an IP protocol s 



at least a subset of said elements 
tack. 



5 . A method as reci 
particular element in 
a particular element 



tefl 



in claim 1, wherein at least one 
the first catalog is the same as 
Ln the second catalog. 



6. A method as recited in claim 1, wherein at least one 
of the catalogs includes a plurality of sub - catalogs . 

9 7. A method as recited! in claim 1, wherein at least a 

10 portion of the network lis a computer network. 

11 8, A method as recited tin claim 1, wherein at least a 

12 portion of the network is a virtual network. 

13 9. A method as recited iti claim 1, wherein at least a 

14 portion of the network is a network implemented using a 

15 layer above a physical layer. 

16 10. A method as recited im claim 1, wherein at least a 

17 portion of the network is \an overlay network. 

18 11. A method as recited in\ claim 10, wherein at least a 

19 portion of the overlay network is an IPSec network. 



20 12. A method as recited in ilaim 10, wherein at least a 

21 portion of the overlay network provides Quality of 

22 Service. 
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13. A method as recited 
portion of the overlay 

14 A method as recited 
includes VLANs • 



in claim 10, wherein at least a 
jietwork is an MPLS network. 



claim 1, wherein the network 



15. A method as recited Ln claim 1, further comprising 
the step of configuring at least a portion of the 
network employing the representation. 

16. A method as recited an claim 1, wherein at least a 
portion of one catalog isl formed using combinatorial 
operations upon elements of other catalogs . 

17. A method as recited in claim 1, further comprising 



associating at least one t 
connection. 



Lsk with at least one 



18. A method as recited in claim 17, further 
comprising triggering at least said one task as a 
result of a change of a state of said one connection, 



17 19. A method as recited in claim 1, wherein at least 

18 one of the elements is an abstract entity. 

19 20. A method as recited in claim 19, wherein an 

20 element embodies the attribuites of Quality of Service. 

21 21. A method as recited in clLaim 19, wherein an 

22 element embodies the attributes of security. 
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22. A method as recitec. 
one of the elements is 



in claim 1, wherein at least 
physical entity. 



23. A method as recited |Ln claim 1, further comprising 
displaying at least one portion of the matrix. 



24. A method as recited iln claim 1, further comprising 
monitoring at least one nortion of the matrix. 



25. A method of claim 1, 
structured such that elem( 
from elements of a column J 



wherein the matrix is 

nts of a row are different 



26. A method of claim 25,\wherein at a least a portion 
of the connections form a sitar network. 

27. A method of claim 1, wherein the matrix is 
structured such that elements on a the row are 
identical to elements on a cplumn. 

28. A method of claim 21, wherein at a least a portion 
of the connections form a meah network. 

29. A method as recited in claim 2, wherein at least 
another element is a second catalog of sub -elements and 
the method further comprises the step of forming a 

sub -matrix of said one element! with said another 
element. 

30. A method as recited in claiAi 1, further comprising 
employing a wizard to form at l^ast a subset of the 
elements . 



46 



DOCKET NUMBER: YO999-190 



31. A method as recitefl in claim 1, further comprising 
initializing all connections to a connected state, 

32. A method as recited - in claim 1, further comprising 
employing a wizard to determine which connections to be 
brought to a connected state. 

33. A method as recited in claim 1, further comprising 
initializing all connections to a non- connected state. 

34. A method as recited lin claim 1, further comprising 
choosing at least one palir upon which a manipulation is 
performed. 1 

35. A method as recited in claim 34, further comprising 
modifying at least one changeable attribute of the 
connection. | 

36. A method as recited i] 
causing an inheritable ch, 
group of inheritors. 

37. A method as recited in \claim 36, wherein a first 
element is a first gateway, \ a second element is a 
second gateway, and the attribute is setting a security 
policy, and the step of causing causes the security 
policy to be set at all elements included in the first 
and second gateway. \ 

38. A method as recited in cJlaim 36, wherein a first 
element is a catalog of sub - elements , and the attribute 
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is setting a Quality ofi Service policy, and the step of 
causing causes the Quallity of Service policy to be set 
at all sub -elements of the first element. 



39 . A method as recited 
sub -catalog includes o 



in claim 6, wherein a 
ttiier sub - catalogs . 



40. A method as recited in claim 1, further comprising 
monitoring at least a pc rtion of a network state in 
accordance with the representation. 



41. A method as recited 



in claim 40, further comprising 



displaying at least a portion of the network state. 



42. A method as recited in claim 41, wherein the step 
of displaying includes employing color codes for 
showing attributes . 

43. A method as recited in claim 1, further comprising 
the step of modeling connections, 



44. A method as recited in\ claim 41, further comprising 
indicating changes in perf 92nTiance in response to an 
occurrence. 



45. A method as recited in claim 1, wherein a least one 
element of a particular paip: is a sub -catalog, the 
method further comprising expanding elements of the 
pair into a sub -matrix. 

46. An article of manufacturp comprising a computer 
usable mediiun having computer readable program code 
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means embodied therein for causing an interconnection 
representation of a plurality of elements on a network, 
the computer readable program code means in said 



article of manufacture 



comprising computer readable 



program code means for causing a computer to effect: 



providing a first 
said elements, and 



:::atalog for a first subset of 
providing a second catalog for 



a second subset of 1 said elements; 



creating a matrix 
intersection of a 
first element of ea 



f connection cells formed by an 
ir of elements, wherein a 



:h pair is taken from the first 
catalog and a second element of each pair is taken 
from the second catalog; and 



forming a connecti9rl representation for at least a 
subset of the pairs. 



47. An article of manufacture as recited in claim 46, 
wherein at least one element is a catalog of 
sub -elements, and the method further comprises the step 
of including all sub -elements in the matrix, 

An article of manufactiire as recited in claim 46, 
wherein the network is a phbne network and at least a 
subset of the elements incliides switches. 

JtS. An article of manuf actuate as recited in claim 46, 
the computer readable prograim code means in said 
article of manufacture furthfer comprising computer 
readable program code means for causing a computer to 
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1 effect configuring at least a portion of the network 

2 employing the representation. 

An article of manaaf acture as recited in claim 46, 

4 the computer readable! program code means in said 

5 article of manufacture further comprising computer 



6 readable program code 

7 effect associating at 
connection. 



means for causing a computer to 
least one task with at least one 



An article of manu 



lacture as recited in claim 49, 



the computer readable j^rogram code means in said 
article of manufacture Ifurther comprising computer 
readable program code means for causing a computer to 
effect triggering at least said one task as a result of 
a change of a state of said one connection. 

^^>- 1 ... 

15 .iBl. An article of manufacture as recited m claim 46, 

16 the computer readable prigram code means in said 

17 article of manufacture further comprising computer 

18 readable program code means for causing a computer to 

19 effect choosing at least l)ne pair upon which a 

20 manipulation is performedl 

21 -^'^ An article of manufac6ure as recited in claim 51, 

22 the computer readable program code means in said 

23 article of manufacture further comprising computer 

24 readable program code meanl for causing a computer to 

25 effect modifying at least qne changeable attribute of 

26 the connection. 
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1 An article of manufacture as recited in claim 52, 

2 the computer readable Iprogram code means in said 

3 article of manufacture further comprising computer 

4 readable program code means for causing a computer to 

5 effect causing an inheritable change to be inherited by 

6 a group of inheritors •! 

7 -iS^. A network architecture comprising: 

8 a matrix module forming \a network matrix having at 

(9 least one matrix row elCTient and at least one matrix 

10 column element, an intersection of each said at least 

11 one matrix row element with each said at least one 

12 matrix column element foming a matrix cell; 

13 a set of network elements,! a first subset of said set 

14 having a connection requirement with a second subset of 

15 said set; \ 

16 a first catalog including at least one network element 

17 forming said at least one matrix row element; and 

18 a second catalog including ap least one network element 

19 forming said at least one matrix column element, 

20 wherein each matrix cell repnesents a network 

21 connection between each network element of the first 

22 catalog and each network element of the second catalog 

23 to enable systematic cooperation among network elements 

24 according to a network requirCTient* 

25 -55. An architecture as recited! in claim 54, wherein at 

26 least one network element is a \catalog of sub-elements. 
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An architecture as\ recited in claim 55/ wherein at 
least one of said sub -elements is another catalog of 
sub -elements . 

An architecture as, recited in claim 55, further 
comprising a sub -matrix module forming a network 
sub -matrix having at least one sub -matrix row element 
and at least one sub-matrux column element, an 
intersection of each saidlat least one sub -matrix row 
element with each said atlleast one sub-matrix column 
element forming a sub-matrux cell; 

at least one network element of at least a first 
catalog forming said at leapt one sub -matrix row 
element; and 

at least one network elemenq of at least a second 
catalog forming said at least one sub -matrix column 
element, such that each sub -matrix cell represents the 
network connection between alfirst particular network 
element of the first catalog land a second particular 
network element of the second! catalog. 



An architecture as recitdd in claim 55, further 
comprising a sub -matrix catalog module for including 



ilements in the network 



20 
21 

22 all sub -matrix row and column 

23 matrix, 

24 -B^'. An architecture as.recitedl in claim 54, wherein 

25 the network is a water distribution network and at 
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1 least a subset of the elements includes at least one 

2 water main. 



An architecture as 



4 
5 



recited in claim 54, wherein at 



least one network element in the first catalog is the 



same as another network 



hSI. An architecture as 



element in the second catalog. 



recited in claim 54, wherein at 



least one network element is a software element. 



An architecture as 



recited in claim 54, wherein at 



least one catalog is a software module 



10' 
11 



An architecture as 
said first subset is i( 



recited in claim 54, wherein 
ddntical to said second subset. 



12^^'^ An architecture as 

13 comprising a combiner wl: 

14 catalog is formed using 

15 elements of the other ca 
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recited in claim 54, further 
erein at least a portion of one 
combinatorial operations upon 
talog. 



An architecture as 
comprising an associator 



ecited in claim 54, further 
for associating at least one 
task with at least one cdnnection. 

further comprising displaying at least one portion of 
the matrix, 



comprising a monitor coup 



An architecture as recited in claim 54, further 



.ed to the network matrix to 



monitor at least one portion of the network matrix, 
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1 Jn. An architecture as. recited in claim 54, wherein 
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It 



the matrix is structured such that elements of a row 
are different from elements of a column. 

An architecture as recited in claim 55, wherein at 
least another element is a second catalog of 
sub -elements and the matrix module forms a sub -matrix 
of said one element witlji said another element. 
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A method as recitec 
one element is a router. 



in claim 1, wherein at least 



0^ nL 



^. An network apparatus comprising: 



a matrix module fontlng a network matrix having at 
least one matrix ro\^ element and at least one 
matrix column element, an intersection of each 
said at least one matrix row element with each 
said at least one matrix column element forming a 
matrix cell, and 
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a plurality of network catalogs, each of the 
catalogs listing at least one network element. 



wherein each said at least 
first subset of network ca 
requirement with another e 
network element of a second 



one network element of a 
t}:alogs has a connection 
ement of said at least one 
subset of network catalogs. 



each said at least one network element of the first 
subset of network catalogs forming said at least one 
matrix row element, 
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each said another element of said at least one network 
element of a second subset of network catalogs forming 
said at least one matripc column element, and 



each matrix cell represents a network connection 
between each network el^itient of the first catalog and 
each network element of jthe second catalog, 

^'T. An apparatus as recited in claim 70, wherein at 
least one network elemenft is a catalog of sub-elements, 

9 An apparatus as recited in claim 71, wherein at 

10 least one of said sub -elements is another catalog of 

11 sub - elements . 

12 An apparatus as recited in claim 71, wherein the 

13 matrix module further forms a network submatrix having 

14 at least one submatrix rowjelement and at least one 

15 submatrix column element, aJn intersection of each said 

16 at least one submatrix row Element with each said at 

17 least one sub-matrix columnj element forming a submatrix 

18 cell; 
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each said at least one network element of a third 
subset of network catalogs Has a connection requirement 
with another element of saidl at least one network 
element of a forth subset of I network catalogs. 



each said at least one netwo 
subset of network catalogs 
submatrix row element. 



k element of the third 
firming said at least one 
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1 each said another element of said at least one network 

2 element of the fourth subset of network catalogs 

3 forming said at least dine submatrix col\jmn element, and 

4 each submatrix cell reptesents a network connection 

5 between each network element of the third catalog and 

6 each network element of \the fourth catalog. 

7 -74^. An apparatus as recited in claim 73, wherein said 

8 third subset is a particular element included in said 

9 first subset. 

10 ^95^. An apparatus as recited in claim 74, wherein said 

11 fourth subset is another particular element included in 

12 said second subset. 

13 An apparatus as recitled in claim 73, wherein at 

14 least one network element pf the third subset has a 

15 connection requirement with at least one network 

16 element of the first subsei, and 



17 
18 
19 
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each said at least one netv 
subset is included in said 
row element. 



)rk element of the third 
Lt least one network matrix 



An apparatus as recited in claim 76, wherein at 
least one network element ofl the fourth subset has a 
connection requirement with lat least one network 
element of the second subsetl and 
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ted in claim 70, wherein at 



each said at least one network element of the fourth 
subset is included in sajid at least one network matrix 
colxomn element. 

An apparatus as reci 
least one network element of the first subset is 
identical with one network element in the second 
subset. 

^^9. An apparatus as recitled in claim 13, wherein at 
least one network element! of the third subset is 
identical with one networJf element in the fourth 
subset. 

^'8. An apparatus as recite! in claim 70, further 
comprising an attribute moiifier module to modify at 
least one changeable attribute of at least one cell, 

^9. An apparatus as recited in claim 78, wherein the 
attribute modifier further pausing an inheritable 
change to be inherited by al group of inheritors. 



V 



An apparatus as recited in claim 79, wherein a 
first network element is a flirst proxy, a second 
element is a second proxy, apd the attribute is setting 
a Quality of Service, and thfe step of causing causes 
the Quality of Service policy to be set at all elements 
included in the first and se4ond proxies 

An apparatus as recited in claim 79, wherein a 
first element is a catalog of \ sub -elements, and the 
attribute is setting an ■ encryption policy, and the step 
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1 of causing causes the encryption policy to be set at 

2 all sub -elements of the! first element. 



3 >8'2 . 



An method comprising: 




1^ 



m 
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foiming a network mktrix having at least one 
matrix row element 4nd at least one matrix column 
element, 

forming a matrix cell at each intersection of each 
said at least one matlrix row element with each 
said at least one maqrix coliamn element, and 



forming a plurality o: 



listing at least one 
the catalogs; 



network catalogs; 



network element in each of 



setting said at least one network element of at 
least one of the catalogs to be said at least one 
matrix row element; 



setting said at least 
least one of the ca 
matrix column element. 



c ne 



talcg 



network element of at 
s to be said at least one 
and 



forming a representation of a connection 
requirement of each res]5ective matrix row element 
with each respective mai:rix column element forming 
each particular matrix qell by said particular 
matrix cell. 
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1 J^'. A method as recited in claim 82, wherein at least 

2 one matrix row element! is a sub -catalog listing at 

3 least one sub -catalog network element. 

-^8f4. A method as recited in claim 82, further 
comprising including said at least one sub -catalog 



network element within 
element. 



8 
9 
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said at least one matrix row 



-^5. A method as recited in claim' 82, further 
comprising employing thje representation in an operation 
selected from the group! consisting of displaying, 
inheriting, configuring! administering, monitoring, 
modeling and any combination of these operations. 



13 JS"^. A method as recited in claim 82, wherein the step 

14 of forming a representation of a connection includes 

15 indicating a directionality of the connection- 

16 A method as recited in claim 1, wherein the step of 

17 forming a connection representation for at least a 

18 subset of the pairs includes indicating a 

19 directionality of the connection. 
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